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1
Decision/action requested

This document proposes to modify security requirements for service based discovery and registrationarchitecture in TS 33.501.
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Rationale

When service based discovery is used without any protection, malicious NF can receive a list of NFs from NRF in discovery response message.  Received information can reveal operator network’s topology (e.g. IP address of each NF, number of NFs, type of each network function, the load capacity of the operator). Malicious NF may use this information to launch attacks on operator network or use this information for competitive reasons.  Furthermore discovery response messages from NRF may be modified by MITM entity during transmission. e.g. MITM can provide list of rouge NFs to consumer NF , indicate non-availability to NF  or it may also route consumer NF to fake produce NF during the registration procedure.

When service based registration is not protected, a fake NF can successfully register with NRF.  Furthermore MITM attack can also intercept and modify the registration request sent by the real NF. This can lead to NRF providing list of rouge NFs during discovery response. This can in turn cause NFs to connect to fake producer NFs. Registration response can be faked by MITM to trick the NF that its registration was successful. This leads NF to assume that its services have been successfully registered by NRF. 

TS33.501 [3], clause 5.7.3.2, lacks specific and clear requiremens to prevent aformention security threats when service based discovery and registration are used without protection.  Therefore, the requirements need to be updated and clarified.
4
Detailed proposal

***********************Start of the first change************************
5.7.3.2
Security Requirements for service registration, discovery 
Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization





· NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

· NRF shall be able to ensure that NF Discovery and registration requests are authorized.
· NF service based discover and registration shall be able to hide the topology of the available  / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)
***********************End of the first change*************************
